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Annomayua. B craThe paccMaTpUBAIOTCS  CBsI3aHHbIE C  IU(POBBIMHU
oOpa3oBaTeIbHBIMHU IJIATHOPMAMH PHUCKH, OIPEACISIOMHMEcs Kak MOTCHIIMATbHbBIE
YIpO3bl M HETATUBHBIC TIOCTIEACTBHS, KOTOPHIE MOTYT BOZHHKHYTH B MIPOIIECCE OO yUCHHUS
IIKOJIBHUKOB, B TOM YHCIie (PUIIMHAT KakK BU KHOepMoOIIeHHInYecTBa. Ero 1emnbio sBisieTcs
MOJIy4eHHE KOH(PUIEHITMATFHOU HHpOpMaIiK (JJOTUHOB, MApoJieH, JaHHBIX OAHKOBCKUX
KapT) 0OOMaHHBIM ITyTEM, B YaCTHOCTH IIPH UCTIOH30BAHUH UG POBBIX 00Pa30BATEIBHBIX
mwiatgopMm. llenbs wccmenoBaHUS COCTOMT B aHAIW3E YPOBHS OCBEAOMIICHHOCTH
IIKOJIBHUKOB O JIAHHOM BHJI€ MOIIEHHHYeCTBAa. DUIIMHT OCTaeTcsi OJHOW M3 CaMbIX

PacIpoCTpaHEHHBIX YIPO3 B HH)OPMAIIMOHHONW 0€30IMaCHOCTH, IIOCKOJIBKY OH OIHAPASTCS
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HE Ha TEXHUYECKHE YSI3BUMOCTH, a Ha 4yesioBeueckuit paktop. B paboTe ucnosnb3oBanuch

METO/Ibl OMpOCa U MATEMATHYECKOr0 aHallh3a, KOTOPbIE NMPUMEHSJIUCH MPU U3YUECHUU
orBeToB 751 mKoiapHUKA U3 9 mkon AcTpaxaHu. B pesynbrare ucciaenoBaHusi ObUTH
MOJIYYE€HbI CBEJICHUS, YKA3bIBAIOIINE HA HU3KUN YPOBEHb OCBEIOMIICHHOCTH O (DUILIUHTE,
HE3HaHHE OOyYalOUMMHUCSA O 3alllUT€ CBOUX JIMYHBIX JaHHBIX C IOMOIIbIO
IBYX(aKTOPHOM ayTeHTU(PUKALMHU, YTO JIEJaeT aKTyaJIbHON HEOOXOIUMOCTh pa3paboToOK
neAarortueckux CpeAcTB, 00y4aromMX MIKOJIBHUKOB HH(DOPMAMOHHONW 0€30MacHOCTH.
B crartbe mpennaraercsi COBOKYMHOCTb MPAKTUKO-OPUEHTUPOBAHHBIX IMEarOrHYecKux
MHCTPYMEHTOB, HANpaBJICHHbIX Ha TMOBbIIMIEHHE 3(P(YEKTUBHOCTH HHPOPMALMOHHOM
0e30MacHOCTH UIIKOJIBHUKOB BO BpeMsi paboThl Ha 00pa3oBaTEeNbHBIX IHUPPOBBIX
iaropmax.

Knrowueevie cnosa: 1npakTUKO-OPUEHTUPOBAHHOE 0Opa3oBaHue; LHUQPPOBHIE
oOpa3oBaTenbHbIe MIATGHOPMBI; IKOIBHUKH; GUIITUHT; MHPOpPMALIMOHHAs 6€3011aCHOCTh
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Abstract. The article examines the risks associated with digital educational
platforms, which are defined as potential threats and negative consequences that may arise
in the learning process of schoolchildren, including phishing as a type of cyber fraud
aimed at obtaining confidential information (logins, passwords, bank card data)
fraudulently using educational digital platforms. The aim of the study is to analyze the
awareness of schoolchildren about online fraud — phishing on educational digital
platforms. Phishing remains one of the most common threats to information security, as
it relies not on technical vulnerabilities, but on the human factor. The study employed
survey methods and mathematical analysis, which were applied to the responses of 751
schoolchildren from 9 schools in Astrakhan. As a result of the research, some data was
obtained indicating a low level of awareness about phishing, as well as a lack of
knowledge among students about protecting their personal data through two-factor
authentication, which confirms the urgent need for the development of pedagogical tools
to educate schoolchildren about information security. The article proposes a set of
practice-oriented pedagogical tools aimed at enhancing the effectiveness of
schoolchildren’s information security while using educational digital platforms.
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Beenenue

[IIxoJIbI TOCTENEHHO HAYMHAIOT BCE aKTUBHEE MHTETPUPOBATH B YUEOHBIH Mmpolece
uudpoBbie oOpaszoBaTenbHble IIaTGOpMbI aiig  Oojiee 3PEHEKTUBHOTO YCBOCHUS
MaTepuaioB o0ydaronumucs [1]. B ycnoBusx riiodanbHoOM U poBU3aIMKE OHH BCE Yalle
HCIIOIB3YIOT Takue MIaTGopMbl HE TOJBKO JUIS MOJYYEHUS HOBBIX 3HAHUM, HO W JIA
B3aMMOJICHCTBHS C YYUTEISIMU M OJHOKIACCHHKaMH [2]. DTO 3HAYMUTEIBHO pacIIupseT
BO3MOKHOCTH 00pa30BaTeIbHOTO MPOIECCa, OJJHAKO BMECTE C TEM MPHUBOJIUT K POCTY
gucia Kuoepyrpo3 u nHGOpMaMOHHBIX pUCKOB. [IIkonbHUKH, HE 001a1ast TOCTATOYHBIM
OTBITOM U TPOYHBIMU HABBIKAMU KHOEPOE30MaCHOCTH, CTAHOBSITCS YA3BUMOM KaTeropuei
noJib30BaTesNel, Jerko noobsuet it ¢puimHra, KuoepOyIMHra U Apyrux kudepatak
[3].

Curyanust ocnoxXHseTCsl TeM, YTO U poBbIe 00pa3oBaTeNbHbIe MIATHOPMBI HACTO
HE UMEIOT JIOCTAaTOYHOTO YPOBHS 3alUTHI JAHHBIX, 4 CAMH y4Yallluecsl U UX POJAUTENIN He
BCErJa OCBEJOMIICHBI O TOTCHIMAJIBHBIX pHcKax [4]. B pesynbraTe yBenuuuBaeTcs
BEPOATHOCTh HECAHKIIMOHUPOBAHHOTO JOCTYMA K JIMYHBIM JAaHHBIM IIKOJIHHUKOB, UX
y4eOHBIM JOCTHIKEHUSAM U Jaxe (puHaHCOBOM HH(OpMAaIuu, CBSI3aHHOW C OIJIATOM
00pa3oBaTEeIbHBIX YCIYT.

Kpome Toro, yreuka mepcOHANbHBIX [AHHBIX B YCJIOBHUSX AaKTUBHOIO
UCTIONIb30BaHUS IU(PPOBBIX TEXHOJIOTUNA MOMKET NPUBECTH M K TCHUXOJIOTHUYECKUM
yrpo3aMm, YTO HETaTUBHO CKa3bIBA€TCA Ha IICUXOAIMOIIMOHAIILHOM COCTOSIHUM U
yCIieBaeMOCTH o0yJaronuxes [5].

besycnoBHO, ucHonb30BaHWE O0pa3oBaTENbHBIX IUIATHOPM  HMEET  PAX
MPEUMYIIECTB (IOCTYITHOCTh 3HAHUH, WHIUBHIyAIN3alNs 00yUeHUS, HHTEPAKTHBHOCTB ),
HO B TO K€ BpEMs OHO CO3/Ia€T HOBbIE CIOCOOBI 3apaboTKa AJisi MOUIEHHUKOB. Tak, ¢
saHBaps 1o aekadbpb 2024 roga B HalIel CTpaHe BCETO 3aperucTpupoBaHO 765,4 Teicsy
kubepnpectyieHnid, yto Ha 13,1 % Oonple, yem 3a aHamorudHblid mepuosa 2023 roma

(URL: https://tass.ru/proisshestviya/22978955). HeBHUMAaTEIBHOCTh TOJIB30BATEINCH
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CTAaHOBHTCS KIIIOUEBBIM (baKTOpOM IIOTEPU CPEACTB U NaHHBIX B IHTEpHETE, IPpUUYEM ITO

KacaeTcs JII0/Iel BCeX BO3PACTOB.

Heapb ucciieq0BaHUs — aHAIN3 YPOBHS OCBEOMJICHHOCTH IIKOJIHHHUKOB O TaKOM
BUJIC HMHTEPHET-MOIICHHUYECTBA, Kak (UIIUHT, C MoclIeaytoned pa3paboTKoi
MaTepHaJIOB JUIsl 3aHATUN CO IIKOJbHUKAMHU.

MartepuaJjbl 1 MeTObI HCCJIEIOBAHUSA

Nudopmarmonnas 6€30MacHOCTh, KOTOpas MpeAcTaBIsieT co00il KOMILIEKC Mep,
HAMpaBJICHHBIX Ha 3aIMUTy HH(OPMAIIMU OT Pa3IHUYHbIX yrpo3 (HECAHKIIMOHHUPOBAHHBIH
JOCTYN, pa3pylieHHUEe, W3MCHCHHWE WM yTedka JaHHbIX) W COXpaHCHUE ¢e
KOH(QUICHIIUATBLHOCTH, IIEJIOCTHOCTH M JOCTYITHOCTH, OOECIICYUBACT HAJICKHOCTh
MH(POPMAIIMOHHBIX CHCTEM, CeTel U JaHHBIX C YUYETOM BCEX PUCKOB U YIPO3.

Wudopmarmonnas 0e30MacHOCTh BKJIIOYAEeT KOHOHUACHIMAILHOCTD (3aluTa
JAHHBIX OT HECAHKIIMOHUPOBAHHOTO JIOCTYIA, T. €. 00ECIeYeHUE TOTrO, YTOOBI TOJIBKO
aBTOPU30BaHHBIC JIMI]a HMEIH BO3MOXXHOCTh paboTarh ¢ KOHQUACHIIMATHHON
uH(pOpMaIneit), eNTOCTHOCTh (rapaHTusi TOro, 4ro WHMOpMaIus He Oblla U3MEHEHA,
MOBPEKACHA WM YHHUYTOXEHa 0e3 pas3pelleHus), JOCTYIHOCTh (oOecreueHune TOoro,
qT00Bl MH(OpPMAIUS U CHCTEMbl OBUIM JOCTYIHBI TOJH30BATENISIM, KOTJa OHH WM
HEOOXOAUMBI, U YTOOBI OTKa3 OT OOCIy)XKHMBaHMs (HampuMep, B pe3ybTaTe aTaku) ObLI
MUHUMH3UPOBaH), AayTeHTUPUKAIMIO W  aBTOpHU3ANMIO (MEXaHWU3MBI, KOTOPHIC
00eCTneunBarOT MPOBEPKY MOJTMHHOCTH IOJIB30BATEICH U JAIOT TOCTYI K HHPOpPMAIUH
TOJILKO TeM, KTO UMEET Ha 3TO COOTBETCTBYIOIIHE IpaBa), 3alIUTy OT yrpo3 (Mepsl 1o
MPEIOTBPAIICHUIO PA3IMYHBIX TUIIOB aTaK U 3J0YNOTPEOJICHHM, TaKMX KaK BHUPYCHI,
¢urmmar, DDoS-aTaku, kuOepOyUTHHT, COIMaIbHAS WHXKEHEPHUS U Ap.), MOHUTOPUHT |
pearnpoBaHue Ha HHIUIACHTHI (IOCTOSTHHOE OTCIIC)KHUBAHKUE COCTOSTHHSI MH(POPMAITHOHHOM
0e30macHOCTH, a TaKXKe OINMEpaTUBHOE pearupoBaHWE HA WHIUACHTHI, CBS3aHHBIC C

HapylIeHneM 0e3omacHocTH) [6].
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Pucku oneHuBaroTCI Ha OCHOBE BEPOSATHOCTH MX BO3HUKHOBEHUS U

MOTEHIIUAIBHBIX ~ TOCIEACTBUH, KOTOpPbIE MOTYT CYIIECTBEHHO TMOBIHUATH HA
(YHKIIMOHUPOBAHWE CUCTEMbI, OPTaHM3AINH WM WHANBHAA. BaXKHO OTMETHUTH, UTO
PUCKH MOTYT OBITh KaK BHEUIHUMHU (Hampumep, kKuOepaTaku), TaKk U BHYTPECHHUMHU
(HanpuMep, OMOKHU MOJIb30BATENEH WU YSI3BUMOCTH CUCTEMBI).

Ha uudpoBbix oOpazoBaTenbHbIX MIaTGopMax PUCKH MOTYT BKJIHOYATh YTEUKY
JaHHBIX, YIpO3bl KHOepOyJUMHTA, JOCTYN K BPEIOHOCHBIM MpOrpaMMaM M JIpyTHe
CUTYaIlU1, KOTOPBIC YTPOXKAIOT O€30MACHOCTH U 3aIIUTE TaHHBIX 00y4Jarommxcs [7].

OpanM 13 Hanbolee pacpOCTPaHEHHBIX PUCKOB SBISETCS KUOEpO yIIMHT, KOT/1a
IIKOJTBHUKK CTAHOBSITCSl KEPTBaMU OHJIAWH-arpecCHd M YIPO3 CO CTOPOHBI JIPYTUX
NOJIb30BaTeNIeil. DTO MOMKET HETaTHBHO CKa3aThCs HA WX CaMOOIIGHKE W Pa3BUTHH.
Cy1ecTByeT onacHOCTh HECAaHKIIMOHHUPOBAHHOTO IOCTYIA K JINYHBIM JJAHHBIM, TAKHM KaK
napoJid, ajapeca W Apyrue KOHPUACHIMAIbHBIC CBEACHUSA. 3JIOYMBINUICHHUKHA MOTYT
UCMOJIb30BaTh HH()OPMALIHIO B KOPBICTHBIX LIEJISAX, UTO JI€JAaeT HIKOJbHUKOB YA3BUMBIMH.

@OUIIMHT TpeacTaBiseT cOOOM elle OJHY yrpo3y sl IIKOJIBHUKOB, OCOOEHHO
KOTrJ1a yepe3 o0pa3oBaTesbHbIe IIaT(HOPMBI pacCIpOCTPaHIOTCS (pabIIUBbIE COOOLIECHMS,
HalleJIeHHbIe Ha cOOp JMUYHBIX AaHHBIX. [IIKONBHUKY, HE UMEIOIINE JOCTaTOYHOTO OIbITA
B 00y1acTH MHGOPMAITMOHHON O€30MMaCHOCTH, MOTYT CTaTh KEPTBAMHU ITUX CXEM.

@OUIIMHT — METOJ MOLLIEHHUYECTBA, IIPU KOTOPOM 3JI0YMBIIIJIEHHUKU UCIOIb3YIOT
pasnyHbIe CIOCOOBI OOMaHa C IIENBI0 MOJYyYCHHUS KOH(PUISHIHATIBHOU HWHOOpPMAIHH
MOJIb30BaTENIeH, TaKOM KaK JIOTMHBI, MapoJid, HOMEpa KPEOUTHBIX KapT, OaHKOBCKHE
PEKBU3HTHI U 1p. [8]. B otimdwme ot 60s1ee TpaAUIIMOHHBIX METOI0B KPask (PUIIHHT 9acTO
peanu3yeTcsl 4epe3 pasiuyHble KaHajbl CBSA3M: AJIEKTPOHHYIO IMOYTY, COOOIIEHHUS B
MECCEH/IKEPaxX, CAUThI, COLIMATILHBIE CETH WU a)Ke Teae(OHHbIE 3BOHKH.

OCHOBHOM MeXaHW3M (PHUILIKHTA 3aKIOYAETCA B TOM, UYTO MPECTYMHUKH CO3JAI0T
JIOKHBIE, HO BHEIIHE MPaBIONOA00HBIE CTPAHMIIBI, MUChMA WM COOOIIECHHUS, KOTOpbIE

BBITJIAOAT KakK 0(1)I/II_II/IaJ'IBHBIC KOMMYHHUKAIIMK OT HAACKHBIX OpFaHI/IBaHI/Iﬁ (HaHpI/IMep,

© XKurynsckuit U. A., Kopobkosa O. M., 2025
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0aHKOB, OHJIAH-MarasuHOB, COLMANBHBIX cerel). llenb — 3acTaBUTH KEPTBY

MPEJOCTaBUTh JTUYHBIE JaHHBIC, TyMasl, YTO OHA OOIAETCS C HAJEKHBIM UCTOYHUKOM.
OnuuM u3 HamboJIee CEepPbE3HBIX PHUCKOB SBISETCS BO3MOXHOCTh YTEUEK
MEPCOHAIBHBIX JTAHHBIX IIKOJIbHUKOB, MPUBOAS AL K HapyIIEHUIO
KOH(PUIEHIIMATBHOCTU M CTAHOBSIIAsCA MIPUUMHON WX JajdbHEeWIen sxcrryaTanuu. Jis
ATOM yIrpo3bl XapaKTEPHO OTCYTCTBUE JOJKHOM 3aIlUTHI CO CTOPOHBI 00Pa30BaTEIbHBIX
mwiaThopM, a TaKKe BPEJOHOCHBIC MPOrpaMMBbI, TaKU€ KaK BUPYCHl W IIMTUOHCKUE
MPUII0KEHHUS, KOTOPhIE MOTYT NIPOHUKAThH YEPE3 HE3AUTUIIICHHBIE PECYPCHI.
Hcnons3oBanue OTKpHIThIX Wi-Fi-ceTeit 0e3 JODKHOM  3aIMThI  TAaKKe
YBEJIMUUBAET BEPOSITHOCThH MEpPEXBaTa NAHHBIX, JEIACT MIKOJIBHUKOB YS3BUMBIMU IPHU
atakax. OgHaKko He Bce 00pa3oBaTebHbIC TUIATGOPMBI UMEIOT JOCTATOUYHBIE HACTPOUKHU
0€301aCHOCTH, OTKPBIBasI JIOMOTHUTEIBHBIE BO3MOXKHOCTH JIJIS 3JI0YMBIIIUICHHUKOB.
OnuuM 13 HanboJIee 3HAYMMBIX PUCKOB SIBJISICTCS YIPO3a YTEUKH JIUYHBIX JJAHHBIX.
[Ipobnema ycyryOnsiercss TeM, 4YTO IIKOJIBHUKHM, KakK TMpaBWiIo, He 00JIaaaroT
JIOCTaTOYHBIMU 3HAHUSIMU B 00JIaCTH MHPOPMAIIMOHHON 0€30MacCHOCTH M HE OCO3HAIOT
BCE BO3MOKHBIE PUCKH, CBSI3AHHBIE C UX AKTUBHOCTBHIO B CETH.
[Ipu 5TOM BEKTOp pa3BUTHUA COBPEMEHHOTO OOpa30BaHMS HANpaBICH HAa
M POBU3AIUIO, SABIISIONIYIOCS KIIOYEBBIM BOIPOCOM T'OCYAAPCTBEHHOM MOJUTUKH, YTO
NOATBEPKIACTCA  PSAOM opuUIMANbHBIX  JIOKYMEHTOB, JEMOHCTPUPYIOLIHUX
HEOOXOAUMOCTb HCITOJIb30BaHUS IU(PPOBBIX 00Pa30BaTEIIBHBIX IIATGOPM B IIIKOJIAX JJIs
MOJICpHHU3AINHI Y4EeOHOTO MpoIiecca U MOBBIIICHUS KauyecTBa 00pa30BaHMUs.
®denepanbHbiii 3akoH «O0 obpazoBanuu B Poccuiickoit deneparumy No 273-D3
(http://www.consultant.ru/document/cons_doc_LAW 140174/) npeaycMaTpuBaeT
WCIIOJIb30BAaHUE WHHOBAIIMOHHBIX TEXHOJIOTHH, OOecleunBaroniee IOCTYyMHOCTh U
3¢ (HEeKTUBHOCTH 00pa30BaATENBHOTO MPOIIECCa, CO3JaHUE COBPEMEHHOM 00pa30BaTEIbHOM

Cpe/Ibl.
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Crparerus pas3Butusi oOpasoBaHusi B Poccuiickoit ®enepanuu no 2030 rona,

yrBepxkacHHas [IpasurensctBoM Poccuiickonn @enepanuy, akLEHTUPYET BHUMAHHUE HA
BHEJIpEHUH HWH(DOPMAMOHHO-KOMMYHUKAIIMOHHBIX TEXHOJIOTMM KaK OCHOBE s
MOBBIILIEHUS KOHKYPEHTOCIOCOOHOCTH 0Opa3oBaTENbHOW CHUCTEMBI U PAa3BUTHUSA
M(POBOI rPAMOTHOCTH yUYaITUXCS.

Kpome toro, Ilporpamma «Hudposas mkomna» (https://school.mos.ru/ru/digital-
school), peanuzyemas MunoOpHayku Poccum, HarpaBieHa Ha CO3JaHUE YCIOBUHM s
UHTErpauu HUQPPOBBIX 00pa30BaATENbHBIX MIATPOPM B IIKOJIBHOE MPOCTPAHCTBO, YTO
o0OecrieynBaeT JOCTyn K 0Opa3oBaTelbHBIM pecypcaM BHE 3aBHUCHUMOCTU  OT
reorpauyeckoro MoJjoKeHHsI U crocoOCTBYeT (HOPMUPOBAHUIO HABBIKOB, BAXKHBIX IS
KU3HU B UH(DOpMAITMOHHOM OOIIIECTBE.

[lepeuncnenHble JOKYMEHTHI 1OKA3bIBAIOT CTPATErMUECKYI0 BaXKHOCTh IIM(PPOBBIX
oOpazoBaTebHbIX MMIaTGOpPM, O0OOCHOBBIBAS HEOOXOIWMOCTb HUX HCIIOIB30BAHUS IS
aganTanuu oOpa3oBaTEIbHON CHUCTEMBI K COBPEMEHHBIM BBI30BaM M TpeOOBaHUIM
BpEMEHH.

Ceiiuac cymiecTByeT OOJbII0Ee KOJTUYECTBO 00pa30BaTEIbHBIX OHJIANH-TIIATHOPM,
PacCMOTPUM HEKOTOPbIE U3 HUX.

«JIHEBHUK.py» CUUTACTCS OJHUM M3 CAMBIX MTOMYJISPHBIX JIEKTPOHHBIX KYPHAIIOB.
CepBuc npe1oCcTaBisieT KPYTiI0CYTOUYHBIN TOCTYM K OLIEHKaM, PACIMCaHUIO U JJOMAIIHUM
3aJlaHUsSIM, OH UMEET TOJIe3HbIe U Y0OHbIE PUIIOKEHUS, ABTOMATHU3AIUIO 3aYHCIICHUS B
obpasoBarenbHble opranusanuu [9]. @enepanbubiii mpoekT «L{udpoas mkonay ¢ 2018
roga oObeIUHSET BCE IIKOJBl HALICH CTpaHbl, HCIONb3yd JaHHYIO IIaTQopMy, ITH
JeMCTBUS CIOCOOCTBOBAIIM MOBBIIICHUIO JOCTYITHOCTH 00pa30BaHusi, 0COOEHHO B IEPHO/]
nangemun [10].

«SAnanexc Ilpaktukym» mnpepocraBnser OecraTHbie Kypchl B chepe [T mus
IIKOJIFHUKOB M cTyaeHToB. Ha mardopme ecTte Kypchl MO HPOrpaMMHUPOBAHUIO,

aHAJUTUKE, IU3ailHy, MapKETHHTY, MEHEIKMEHTY W Jp. 3aHsITHS NpPOBOJSATCS B

© XKurynsckuit U. A., Kopobkosa O. M., 2025
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TEXHOJIOTHYECKOU cpene «SIHaekca», re YYEHHKH TYT K€ HCHOJb3YIOT 3HAHUS:
pa3duparoT 3aJa4M, OTBEYAIOT Ha BOIIPOCHI TECTOB M CO3/1AI0T MPOEKTHI [11].

«BKOHTaKTe» ¢ HEJAaBHUX IOp CTajl TUTaHTOM B cdepe HUHTEPHET-UHIYCTPUH.
Poccuiickue pa3paboTurKK €KEeTHEBHO MPOBOAAT pab0Ty HaJl YIYUIIIEHUEM SKOCUCTEMBI,
KOTOpasi BKJIIOYAET COIMANbHYIO CETh ISl OOIIEHUs] MpernojaBaTesiel M YUYEHUKOB
«Cdhepym». Ilnardopma mnpennaraeT moJie3Hble (QYHKUUM [JIs y4dTENCH: OHIaWH-
coOpaHus, BOBMOKHOCTh XPaHCHHUSI 3aMMCel JICKIMH U COCTaBIICHUs pacrucanus [12].

HecmoTpss Ha oueBHAHBICE TMPEUMYIIECTBA JaHHBIX IUIAaTGOpPM, BCE OHH
MOJIBEPXKEHBI Pa3IMUHBIM KUOEpPyTrpo3am, caMasl pacIpOCTPAHCHHOW M3 HHUX SBISICTCS
¢UImMHr — BUJ MOIIEHHMYeCTBa B VIHTEpHETE, IEIbI0 KOTOPOro SBISETCS Kpaxka
KOH(UACHIIMATBHBIX JaHHBIX TMoib30oBareneil. 3a 2024 rox ObLIO OOHAPYKEHO W
3a0710KMPOBaHO 0KOJIO 30 ThICSY (PUIIMHTOBBIX PECYPCOB, YTO B CEMb pa3 OoJIbllIe, YEM B
2023 roay [13]. 310yMBIIICHHUKH, HCIIOJIB3Ys «CIUTHICY» U3 0a3 JaHHBIX MOMYJISIPHBIX
CEpPBHUCOB TOYTOBBIE ajpeca, Jelal0T MAacCOBYIO PAaCCBUIKY, B KOTOPBIX COJIepKaTcs
BPEIOHOCHBIE CCHUIKHM. Yallle BCero OHM MOYTH HE OTINYAIOTCS OT HACTOSIIIUX JOMEHOB:
KaK MpaBUIIO, 3aMEHSIOT rpaduueckuil 3HaK (Harmpumep, «o» Ha «0») Wi TOMEH epBOTOo
ypOBHS (HAaIIpUMEp, .COM Ha .Iu).

JlaHHBIE CCBUIKM BEAYT Ha MOJIHBIE KOIIMU U3BECTHBIX cauToB. Ilocie 3amnonHeHus
(dbopM Ha TOJENBHBIX CEPBUCAX 37I0YMBIILICHHUKH TOJTYYatOT JIOTUHBI ¥ TTApOJIU, HOMEpa
kapt, CVC, nepconansubie gaHHbie [14].

JIns aHanmv3a ypOBHS OCBEIOMJIEHHOCTH UIKOJIBHUKOB HCHOJB30BAJICS METO]
ompoca (tabm. 1).

Tadaunua 1 — Aukera «OcBeJOMIIEHHOCTH y4amuuxcs 00 00pa3oBaTebHbIX

puckax B UnTepHeTe»

Bonpocsl OTBeTbI
Caplmanu v Bbl KOTaa-HUOYIb 0 TakoM criocooe | [a, 3Hato, uto 310 Takoe / Crplnan(a), HO He
MHTEpHET-MOLIICHHUYECTBA KaK (PUIIKHT? yBepeH(a), uTo 310 / HeT, Hukoraa He cibliian(a)

© XKurynsckuit U. A., Kopobkosa O. M., 2025
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Kak BbI nymaere, 4To Takoe (pUIIHMHT?

Bupyc, xoTopslii 3apaskaet koMibroTep /
Mo1ieHHNY€ECTBO, KOTJa 0OMaHOM BHIMaHUBAIOT
JUYHbIe JaHHbIe / B37I0M aKKayHTOB € TIOMOIIBIO
nporpamm / He 3Ha10

[Tomyuyanu 1 BbI KOrAa-mu00 NOJ03pUTEIbHbBIE
COOOIICHHS B COITUANIBHBIX CETSIX, 10 IOYTE WU
B MEcCeHKepax (Harmpumep, MpockObl NepenTu
10 CChUIKE, BBECTH MAPOJIb UJIU JINYHBIE
JaHHbIE)?

Na, gacto / a, unoraa / Her, aukoraa / He
yBepeH(a)

Ecnu Bam npuxouT cooO1ieHne ¢ mpocb0oi
HepeﬁTH IO CCBIJIKE U BBECTH 11apOJib, YTO BEI
nenaere?

Hepexomy 110 CCBIJIKC U BBOXY HJAaHHBIC, CCJIN
cooOrienue BLITISANT yoeaureapHo / TIpoBepsito
OTHPABUTEIIA U CCBUIKY IIEPEA TEM, KaK YTO-TO
JcjaaThb / HI/IKOFI[a HE OTKPBIBAIO TaKWEC CCBIJIKU U
cpa3y yaajsiio cooOrenue / 3aBUCHT OT
CUTYallu1

Hcnone3yere 1 Bbl OAMH U TOT K€ MAPOJIb [T
Pa3HBIX CATOB U MPHWIIOKECHUIN?

Jla, y MeHsl OJIMH MapoJib Ui BCEX aKKayHTOB / Y
MEHsI HECKOJIBKO MapoJIei, HO HEKOTOPbIE
noBTopsirorcs / Het, y MeHs1 yHUKaIbHBIC TApOJIH
JUTSL KQXKJOT0 aKKayHTa

Kaxk gacTo BBl MeHsI€TE MAPOJIH OT CBOMX
AKKayHTOB?

Huxoraa ve menstito / Pa3 B roa nim pexe /
Heckonbko pa3s B rox / Kaxplii Mecsii nim variie

3HaeTe JIM Bbl, UTO TaKOe ABYX(paKTOpHas
ayrentudukanus (2FA)?

Jla, 3Ha10 U KCIOJB3YI0 / 3Har0, HO HE
ucnosp3yio / Hukorma He cibiirai(a) 06 3Tom

Y3HaBau i Bl O (QUITMHTE HA 3aHATHUAX B
BaIlINX y4EOHBIX 3aBEACHUIX?

Ha, moapo6no paszdupanu / YmoMuHamm, HO
noBepxHoctHo / Het, HUuKoOr1a He 00Cyx 1anu

CuuTaere 1M BbI, YTO Ballla JUYHAS HHGOPMAIHS
B IHTepHETE HaIE)KHO 3alUILeHA?

Ha, s yBepen(a) B cBoeii 3amure / J{ymaro, uto
na, Ho He yBepeH(a) / Her, s moHMMaro, 4T0 MOM
JIaHHBIC MOTYT OBITh YKpazeHs! / He
3alyMbIBaJICsI(ach) 00 3TOM

XoTenu Obl BBl y3HATh OOJIbIIE O TOM, KaK
3alUTUTH ce0sl OT (PUITMHTA U APYTUX BUIIOB
MHTEPHET-MOIIIEHHUYeCcTBa?

Ha, aTo BaxkHO [u1s MeHst / Bo3aMoskHO, eciin
uHpopmarus Oyner narepecHo / Het, mae 310
HE HY)KHO

Pe3y.111>TaT1>1 HCCJICA0OBAHHUA U UX oﬁcymnenne

Onpoc mpoBogwics ¢ wucnoib3oBaHueM 1iatdopmbl  Google Forms. B

JKCHEpUMEHTE YyuyacTBoBald /(41 MIKONBHUK U3 CIEAYIOUUX 00pa3oBaTEIbHBIX
opranmzaruii Actpaxann: MBOY COI Ne 29, MBOY COII Ne 8, MBOY COII Ne 20,
MBOY COII Ne 36, MBOY COI Ne 1, MBOY COII Ne 22, MBOY COIL Ne 26, MBOY
COII Ne 32, MBOY COIII Ne 37.

Paccmotpum nonydennsie gannbie (puc. 1-3, Tadu. 2).

© XKurynsckuit U. A., Kopobkosa O. M., 2025
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® Jla, 3HAK0, 4YTO ATO TAKOE
= Cnpimian(a), HO HE yBEpeH(a), 4To 3TO

Her, Hukorna ue ciblnan(a)

Pucynok 1 — OcBe1oMJICHHOCTD 0 (pUIIMHTE CPeIu HIKOJIbHUKOB

BOJBIIMHCTBO PECITOHICHTOB 3HAKOMBI ¢ MoHsATHEM (ummara. OTBeT «/a, 3Haro,
YTO 9TO TaKoe» BeIOpayn 323 venoBeka, T. €. 44 %, 3T0 CBUIETEIBCTBYET O BBICOKOM
OCBEIOMJIEHHOCTH MIKOJLHUKOB TI0 BOMIPOCY (puiuHTa.

B To xe Bpems 234 yenoseka (31 %) orBermnn: «Cnplmany o GUIIAHTE, HO HE
yBEpEeHbl B TOM, YTO 3a JTHUM CKpbIBaeTCs». JIaHHBINA (hakT yKa3pIBaeT HA HAIHYHE
HEKOTOPOT'O YPOBHSI OCBEIOMJICHHOCTH, OJTHAKO €CTh HEONPEACICHHOCTh B TIOHUMaHHUU
cytTd yrpo3el. Takum o00pa3om, CyIIECTBYET HEOOXOIUMOCTh Oo0jiee IeTaabHOTO
pa3bsICHEHHsS PUCKOB (UINMHTa B paMKax o00pa3oBaTEeNbHBIX WU WH()OPMAIMOHHBIX
porpamm.

OTHOCUTEIIEHO HEOOJIBIIOE KOJMYECTBO pecrnoHAeHTOB (25 %) Hukorma He
CIBIIAINA O (PUIIMHTE, YTO TOTYEPKUBACT HATWYHNE TPYMIBI JIIOJICH, KOTOPbIE TUOO0 HE
CTAIKMBAIUCh C TAaKUM BHUJOM HMHTEPHET-MOIICHHUYECTBA, OO HE 00JaJaroT
J0CTaTOYHON WH(MOPMAIUEH I OCO3HAHUS MU(PPOBOIN yTPO3HI.

Taxum 00pa3om, OOIBIIMHCTBO PECTIOHICHTOB OCBEIOMIJICHBI O (DUIITUHTE, OJTHAKO

CymcCTBYCT 3HAUMUTCIIbHAA JOJII INKOJIBHUKOB, HYXIAIOIMMUXCA B AOINOJHHUTCIBHOM

© XKurynsckuit U. A., Kopobkosa O. M., 2025
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0Oy4€HHH U MOBBIILIEHUH LIUPPOBOM IPAMOTHOCTH JUISl TYUIIETO MOHUMAaHUS MEXaHU3MOB
3aIIMTHI OT TAKOTO POJAA Yrpos.
Bornpoc o BbIsIBJI€HNU YPOBHS OCBEAOMIIEHHOCTH O (DUILIMHTE MOATBEPKIAAET 3TY

TeHICHIIUIO (pHc. 2).

= Bupyc, KOTOpBIN 3apa)kaeT KOMIIBIOTEP

MolI11eHHHYECTBO, KOIIa 0OMaHOM
BEIMAHUBAIOT JINYHBIE JTAHHEIE

B310M akkayHTOB € MOMOIIIBIO
porpamMm
He 3naro

Pucynok 2 — IlonsiTie cymiHoCTH (hpeHOMEHA «(PUIIMHI

[ToBTOpUM, YTO (GUIIMHT Kak (popmMa HHTEPHET-MOIIEHHUYECTBA MPEICTABISAET
co0o¥ yrpo3y, HalleJICeHHYIO Ha TOJy4eHHe KOHPUACHIIMAIBHBIX JAHHBIX MOJIb30BaTENeH
yepe3 oomaH. OgHaKO BOCIIPHUATHE STOTO SIBIICHUS CPEIU MOJIb30BaTENCH B 3HAUUTEIHHOM
CTeTICHH BapbHpyeTcs. Pe3ynbTaThl ompoca, HaNpaBIIEHHOTO Ha BBISICHEHHE TOTO, Kak
PECTIOHICHTHI MTOHUMAIOT (PUIITUHT, TEMOHCTPUPYIOT HHTEPECHBIC TEHICHIUH.

CornacHO TOJYYCHHBIM HaHHBIM, 3HAYMTEIBHOE YHCIO pecrnoHAeHTOB (67 %)
MPaBWIBHO omnpeaenuin GumuHr kak «MoIeHHUYeCTBO, KOTJIa 0OMaHOM BEIMAHUBAIOT
JTUYHBIE JaHHBIe». Takum oO0pa3oM, OOJBIIMHCTBO YYAaCTHHUKOB OCBEAOMIICHBI O
CYLTHOCTH yTpo3bl (DUINUHTA, €ro MeNsIX W MexaHu3max aeuctBus. [lpumepno 60 %
OMPOUIEHHBIX UMEIOT MPAaBUIbHOE MOHUMAHUE JAHHOW yIpo3bl, YTO CBUAETEIHCTBYET O
JIOCTATOYHO BBICOKOM YPOBHE OCBEJOMJIEHHOCTH CPEAN UCCIEAYEMOU ayIUTOPHH.

Tem He MeHee, pe3yJbTaThl OMPOca BBISBUIIN: 3HAYUTEIbHAS YaCTh PECIIOHIEHTOB

UMEIOT HCKaXEHHOE TmpeiacTaBieHne o ¢umunre. 17 % pecnoHIeHTOB OmmO0YHO

© XKurynsckuit U. A., Kopobkosa O. M., 2025
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CUUTAIOT (DUIIIMHT BUPYCOM, KOTOPBINA 3aparkacT KOMIBIOTEP. ITO 3a01yKICHUE MOXKET

OBITh CBSI3AHO C accoluarueil QummHra ¢ BHUpycamMd H JAPYTUM BPEIOHOCHBIM
MPOrPaMMHBIM OOCCIICYCHHEM, YTO SBJSCTCS PacCHpOCTPAHCHHOW OIIMOKOW cpeau
nmoJib3oBaTelield. GUIIKMHT, B OTJIUYHE OT BUPYCOB, HE 3apayKacT KOMIBIOTEP HAMPSAMYIO, a
WCITOJIB3YET COIUATbHYIO MHKCHEPHIO JIUIS TTOJTYICHHSI JIMYHBIX JaHHBIX.

Kpome Ttoro, 13 % pecnonneHToB OmMUOOYHO CUHUTAIOT (PUIIUHT «B3ioMom
aKKayHTOB C TIOMOIIBIO TIPOTPaMM», T. K. OH OCHOBaH Ha OOMaHe, a He Ha TEXHHUYCCKOM
B3nome. CrenoBaTenbHO, €CTh HEOOXOAWMOCTh YTOYHCHHS pPA3IMUUd  MEXKITY
Pa3TUYHBIMU TUTIAMH YTPO3 B KHOEPIIPOCTPAHCTBE.

Hebonbimoe xonumyectBo pecrnonacHToB (3 %) cooOummim o CBOEM HE3HAHUH
Takoro (eHoMeHa, kak ¢GuIMHT. J[aHHOE OOCTOSATEILCTBO IMOAYCPKUBACT BaXKHOCTH
oOpa3oBaTeIbHBIX WHHIIMATHB, HAINPABICHHBIX Ha oOOydeHHe O0a30BBIM acIEKTaM
UH(GOPMAIIMOHHON 6€30MacHOCTH.

PesynpTaThl Ompoca yKasbpIBalOT Ha HEOOXOAUMOCTh (OPMHPOBAHHS Y
IIKOJIBHUKOB JIOTTOJTHUTEIIbHOTO NH(MOPMUPOBAHKS M O0YUYCHUS MX TOYHOMY ITOHUMAaHUS
UH(POPMAIIMOHHBIX yrpo3, B TOM 4YHCIIe (UIIUHTA, €r0 METOJOB MW IIOCJICIACTBUH.
Pacummupenne 3HaHUN O HUQPPOBBIX YIpo3axX IOMOXET IOBBICHTh YPOBCHB 3allUTHI
H0JIb30BaTelIei OT MOJOOHBIX MOIIEHHUYCCKUX CXEM.

OTMeTHM, YTO MHOTHE CTATKHBAIHUCH C MOJ03PUTEILHBIMU COOOIICHUSIMU, TTPU

ATOM HEKOTOPBIE MOJIB30BATEIN UX JaXKE HE MPOBEPSIOT (puc. 3).

© XKurynsckuit U. A., Kopobkosa O. M., 2025
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® Jla, gacto
= Jla, nHOT 1A
= Hert, HUKOTIQ

He yBepen(a)

Pucynok 3 — Hactora nmosyuyeHusi NoA03PUTEIbHBIX COOOIIEHUI B COMATBHBIX

CETHAX N MECCCH/IZKEpaXx

bonpmias 4acTh ydqamuxcsa HCIIOJBb3YIOT IMOBTOPAOIIUCCA IIApOJIM U PCAKO HX

MEHSI0T. 110UTH 110JI0BMHA IIKOJIBHUKOB HE 3HAIOT O 3alIIUTC C IIOMOIIBIO I[BYX(baKTOPHOﬁ

ayTeHTU(UKALIUH, T. K. TeMY (UIITUHTA HE OCBEIagach Ha 3aHATUIX (Ta0. 2).

Taoauna 2 — Pe3yabrarsl AuarnocTuku «cnosib3oBanue cpeacTn

UH(POPMALMOHHOM 3AIUTHD)

Bonpoc/nepemeHnbie [Iepexoxy 1o | [IpoBepsto Hukorpa ne | 3aBucur oT
CCBUIKE W BBOXKY | OTIIPABUTENISI U | OTKPBIBAO CUTYaIlH
JIAHHBIC,  ©CJIH | CCBUIKY nepes | TaKhe CChLIKU
coo0IIIEHnE T€EM, KaK 4YTO-TO | U cpazy
BBITJISIAT JenaTh YIAISTEO
yOenuTensHO cool1ieHue
Ecom  Bam  mpuxoaurt | 9 137 482 113
cooOuieHue ¢ MpockOoit
MEpEeUTH IO CChUIKE U
BBECTH IMapoJib, YTO BBI
nenaere?
Bonpoc/mepemennbie Ha, y mens oqun | Y Mens | Her, y wmens | -
MapoJIb JUIs BCEX | HECKOJIBKO YHUKAJIbHbBIC
AKKayHTOB napoJiei, HO | maposi  Juist

© XKurynsckuit U. A., Kopobkosa O. M., 2025
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HEKOTOPHIC KaXI0T0
MOBTOPSIIOTCS aKKayHTa
Wcnonw3yere 11 BeI 0quH | 96 383 262 -
U TOT K€ Tapoib s
pa3HbIX CanToB 51
MIPUIIOKEHUH?
Bonpoc/nmepemennbie Huxorna He | Pa3 B rox wmm | Heckonbpko Kax a1t mecsig
MEHSIIO pexe pas B roJ WM YaIie
Kak wacro Bel Mmensere | 194 270 191 86
aposu oT CBOUX
aAKKayHTOB?
Bonpoc/nepemennbie Ha, »3maro w |3Haro, HO He | Huxkorma wHe | -
HCTIOJIB3YIO HCIIOJIB3YIO cipiman(a) oo
TOM
3Haere aM BBI, YTO Takoe | 365 135 241 -
nByX(hakTopHas
ayreHTuukamus (2FA)?
Bonpoc/nmepemennbie Ha, monpo6no | Ymomunanu, Ho | Het, Hukorma | -
pazbupanu MMOBEPXHOCTHO HE
o0Ccyxaanm
V3HaBamu sm Bel 0 | 157 248 336 -
(¢uImuHTe Ha 3aHITHSIX B
BallINX y4eOHBIX
3aBeJICHUAX ?
Bonpoc/mepemennbie Ha, s yBepen(a) | dymaro, uro pa, | Her, s | He
B CBOCH 3aIllUTe | HO HE yBepeH(a) MTOHUMAIO, 3aTyMBIBAJICS
4TO MoH | (ach) 00 A TOM
JaHHbIE
MOTYT  OBITh
YKpaJIeHBI
CuyuTaeTre JNM BB, 4YTO 255 276 145 65
Balia JTUYHAs
nHbOpPMAaIUS B
WNurtepuere HaJIeKHO
samuieHa?
Pesynbratel ompoca  JEMOHCTPUPYIOT  pPA3IMYHBIE  MOJEIA  ITOBEICHUSA

MIOJIH30BaTEIICH B OTHOIICHUH X 0e30MmacHOCTH B IHTepHEeTe, ypOBHS OCBEIOMIICHHOCTH

0 U(POBBIX yTPO3ax.

HepBoe, qTO0 CTOHMT OTMCTUTH, OTO IIOBCACHUC MoJIb30BaTejicii B OTBET Ha

MOAO3PUTENbHBIE COOOIIECHHS], COAEPKAIINE MPOCHObI MEPEUTH MO CCHUIKE WM BBECTHU

napoib. bonemumHCTBO pecnioHneHToB (64 %) AeHCTBYIOT OCTOPOXKHO, Cpasy yAaisis
© XKurynsckuit U. A., Kopobkosa O. M., 2025
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Takue COOOIIeHHUs, IEMOHCTPUPYs MpaBUibHOE U Oe3omacHoe moBenenue. Jlumb 1 %
PECTIOHJICHTOB TEPEXOUT IO CCHIIKE, €CIM COOOIICHHE BBHITISAUT yOSTUTEIHHO. DTOT
dakT TOmYEpKWBAaEeT PHUCKU (QUIIMHTA, KOTJIa JaKke JJOCTaTOYHO OCBEIOMIICHHBIC
MTOJIB30BATENIA MOT'YT CTaTh )KEPTBAMH OOMaHa.

3HAYUTETHLHOE YUCIIO PECIOHICHTOB HMCIOJIB3YIOT HECKOJBKO IMapoJIeid, HO 4acTo
WX TIOBTOPSIIOT Ha pa3iMuHbIX caitax (52 %). HecMmotpst Ha 310, 35 % pecrnoHeHTOB
UCTIOJIb3YIOT YHUKAJIBHBIC MAPOJIU JIJIS KaXKJA0r0 aKKayHTa, YTO 3HAYUTEIHHO MOBBIIIACT
ypoBeHb Oe3omacHOCTU. [IpuMeHEHHWE OJHOTO Tapojs I HECKOJBbKMX CaiTOB
YBEJIMUMBACT PUCKH B CITy4ae KOMIIPOMETAITUHU TIapOJIs Ha OJTHOM U3 CEPBHCOB.

YacTroTa W3MEHEHHUS MapoJiell TaK)Ke BapbUPYETCS CPEIM PECIIOHECHTOB. bobie
Bcero sojei (36 %) MEHSFOT MapoJIu pas B TOJ HJIH PeXe, a 3HAaUUTeTbHOE Ynciio (26 %)
BOOOIIIE HE MEHSET UX. DTO MOXET CBUICTEIBCTBOBATh O HEJIOCTATOYHOM OCO3HAHHH
BRXHOCTH PETYJSPHOTO OOHOBJICHUS Tapojiel IS 3alllMThl aKKayHTOB. TOJIBKO
HeOonpmias Tpynna (12 %) MmeHseT mapoiau 4YacTto, 4YTO SBISETCS ONTUMAIbHOM
NIPAKTUKOM JJIs MOBBIIIEHUS YPOBHS O€30MacHOCTH.

Baxnplii acnekt kacaetrcs aByxdakTtopHoi ayreHTH(ukamuu (2FA). 48,6 %
PECIIOHJICHTOB 3HAIOT O HEM M aKTUBHO HCMONB3YIOT €€, 49 % MIKOIBHUKOB, XOTS H
OCBEJIOMJICHBI O CyliecTBOBaHMU 2FA, He NpUMEHSIOT 3TOT METOJ 3allUThl. ITO
yKa3blBaeT Ha HEOOXOAMMOCTh TIOBBIMICHUS OCBEIOMJICHHOCTH O BaXHOCTH
NByX(aKTOpHOU ayTeHTH(HUKAIMU U 00jIee aKTUBHOTO €€ BHEIPCHHs B IMOBCEIHEBHYIO
MPAKTHUKY.

Korma peun 3axomut o (ummHre, TO pe3yiabTaThl MOKA3BIBAIOT, YTO B YYEOHBIX
3aBeJICHHSIX TeMa MpakTudecku He oOcyxmaeTcs. Tonbko 21 % pecroHIeHTOB 3asBHIIH,
9TO (PUIIMHT OBLT TOJPOOHO PACCMOTPEH, B TO BpeMs Kak 45 % HUKOTja HE CTAIKMBAJINCH
c 9Toil TeMoW B oOpa3zoBaTenbHBIX mnporpammax. CyllecTByeT SBHBIM mpoOen B

o0Opa3oBaTeIbHBIX Kypcax Mo HWH(pOpMaMOHHOW Oe30macHOCTH, HeoOXxoauma Ooiee
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ryookas mpopa0oTka MpoOJieMbl W BHEJPEHHUE COOTBETCTBYIOIIMX TEM B Y4COHBIC

TUTaHbL.

MHorue pecnoHJIeHTbl YBEPEHbI B 3alIUTE JMYHOM HMHPopMauuu B VHTepHere:
30 % omporieHHBIX 3asBHIM 00 YBEPEHHOCTH B 0€30MACHOCTH CBOUX JaHHBIX. OHAKO
CYIIeCTBYeT rpymmna mkoJbHUKOB (20 %), KOTOpbIe OCO3HAIOT PUCKU YTCUCK JaHHBIX.
HeGonbmmas nons pecrnionneHtoB (9 %) BooOie He 3aAyMbIBAIOTCS O 3alIUTE CBOUX
JAHHBIX, YTO SIBJISICTCS CEpPhE3HOW mpoOsieMor I  (OPMHUPOBAHUS KYJIBTYPHI
6e3onacHoctu B IHTEpHETE.

B menom, pe3ynbTaThl onpoca IeMOHCTPUPYIOT OCBEIOMIICHHOCTD IIKOJIHHHKOB O
pHUCKax M yrpo3ax B MIHTepHETe, HO YaCTO OHU HE TOTOBBI IPUHUMATh MEPBI JUIS 3aIUTHI
CBOMX JIaHHBIX. B CBS3M ¢ 3TUM HEOOXOAMMO JaibHEiIIee o0ydeHHe MOJIb30BaTeseH,
BHE/JIpeHUEe Oojiee CTPOrMX TMPaKTUK OE30MacHOCTH W AaKTHBHOE HCIOJIb30BaHHE
COBPEMCHHBIX METOJOB 3alllUThI, TaKUX Kak JBYX(paKTOpHass ayTeHTU(HUKAIUSI |
peryisipHasi cMeHa naposei.

PecrionzieHTsl  MpOSBASIOT  MHTEpEC K  HOBBIM  3HaHUSIM B 00JacTu
nH(OPMAIIMOHHON O€301TaCHOCTH, YTOOBI B Oy IyIIeM OBITh YBEPEHHBIMU B 3aIIUTE CBOCH

uHpopmaiuu (puc. 4).

Xorenu ObI Bbl y3HaTh OOJIBIIE O TOM, KaK 3allIUTUTh CE0s OT
(¢ummMHra ¥ Ipyrux BUJI0B HHTEPHET-MOIIEHHUYECTBA?

Jla, 3TO BaKHO IS BosmoxHo, eciu Hert, MHE 7TO HE
MEHS uHdopmarus OymneT HYKHO
UHTEPECHOU
234 yer. 157 gen.
350 ygen.

PucyHok 4 — /IuarHocTuka morpedHOCTH 3HAHU MO 3al[UTEe OT HHTEPHET-

MOIICHHN4YE¢CTBa
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B ycnoBusSX MOCTOSTHHOTO pocTa yrpo3 B chepe MHTEPHET-0€30MacCHOCTH BaXKHOCTh
MOBBIIICHUS OCBEIOMJICHHOCTH TIOJIB30BATEJICH O METOJaX 3allUTHl OT (DHUINUHTA |
JAPYTHX BHUJOB WHTEPHET-MOIICHHUYECTBA HE BBI3BIBACT COMHCHHUH. Pe3ynbraThbl
MIPOBEICHHOTO OIpoca JEMOHCTPUPYIOT PAa3HBI YpPOBEHb 3aWMHTEPECOBAHHOCTH B
MOJIYYCHHUH JOTIOJTHUTEIPHOW MHPOPMAIIMU Ha TeMy HH(POPMAIMOHHON 0€30MacHOCTH
CpeIu PECIIOH/ICHTOB.

OmHUM W3 KJIIOYEBBIX BBIBOJIOB SIBJISICTCS TO, YTO MEHBIIMHCTBO YYaCTHHKOB
(32 %) BbIpa3wIM JKeJaHWE y3HATh OOJBIIE O CIMOCO0AaX 3aIlMThl OT HHTCPHET-
MOIIICHHUYECTBA. IJTO CBHJCTEIBCTBYET O HAJIWYUU  ONPEIACICHHOTO  YPOBHS
OCBEJIOMJICHHOCTH CPEJIM JIAHHOH I'PYIIIIBI JTFOJICH, a TAK)KE UX TOTOBHOCTH YITYOUTh CBOM
3HAHUS 10 BOMpocaM IudpoBoi 6€30MacHOCTH.

21 % pecrnoHJECHTOB 3asSBWIIM 00 OTCYTCTBHUU MOTPEOHOCTH B JIONIOJTHHTEIBHOMN
UHQPOPMAIIMH O 3aITUTE OT HHTECPHET-MOIIICHHUYECTBA. DTO MOYKET CBHJICTEIILCTBOBATD O
HU3KOM YpOBHE OCBEJIOMIICHHOCTH O CYIIECTBYIOIIMX YIrpo3aX, YBEPCHHOCTH B
COOCTBEHHBIX 3HAHMSIX WJIM O HEIOCTATOYHOM MHTEpece K JaHHOH TeMe.

Pesynbprarhl ompoca ykaspIBalOT Ha CYIIECTBOBAaHHE 3HAYMTEIHHOT'O TOTCHIIMANA
JUT BHEJIPEHUST 00pa30BaTeIbHBIX IPOTpaMM, HAIPaBJICHHBIX HA TIOBBIIIICHHE TU(POBOM
I'PaMOTHOCTH IITKOJBHHKOB, OCOOEHHO €CITM OHU OYIyT MPEIJIOKEHBI B OCTYITHOW U
yBJIEKATENBHOU (popMe. ITO MOATBEPKAAET HEOOXOAMMOCTH CO3AaHUs A(H(PEKTUBHBIX
CTpaTeTUil TIOBBIIICHUS OCBEJIOMIICHHOCTH O PUCKaX HHTEPHET-MOIICHHUYECTBA, UYTO
CIOCOOCTBYET YIYUIICHHIO 00IIei 6€30MacHOCTH IITKOJILHUKOB.

UToOBl TMOBBICUTH YPOBEHb TMOJATOTOBKH K BO3MOXXHOMY (UIIUHTY, CTOUT
WHTETPUPOBATh B 00pa30BaATENBHBIA MPOIECC MPAKTUKO-OPUCHTUPOBAHHBIE METOJIbI
oOydeHwust KnbepOe30MacHOCTH.

Taxk, B X07€ 3aHATHII HEOOXOAMMO MOJIETUPOBATH PEAbHBIC (PUIITMHTOBBIC ATaKH.
YMeHrne oTiMYaTth MONJAEIBHOEC THCHMO OT TOJJIWHHOTO TOMOXKET Ha MPAKTHKE

3aKPCIIMTh HABBIKU IIPOBCPKU CCHLIOK U OTHpaBHTeHeﬁ.
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Urpa «DUIAHT-AETEKTUB» CIIOCOOCTBYET Pa3BUTHIO BHUMAHUS K JIETaIsIM IIPH
pabore ¢ miaTdhopMamMH, HCIONIB3YEeMBIMH IIKOJIPHUKAMH. B XOje 3aHATHS yYEHUKHU
BHUMATEJILHO H3Yy4daloT HWHTepdeiic, a uMeHHO: OQOpPMIICHHWE CTpPAHWUII, JIOTOTHIIHI,
JOMEHHOC WMs W JAPYTHE XapakTepHbIe TNpU3HaKW. J[aHHas Wrpa HE TOIBKO YUYUT
MPOBEPATHh TOJJIMHHOCTh CAWTOB, HO M Pa3BUBACT KPUTHYECKOEC MBIILICHUE W
BHUMATEILHOCTD.

CopeBHOBaHUS TIO CO3JIaHUIO HAJICKHBIX MapoJied. YYCHHKH TPHUIYMBIBAIOT
KOMOHWHAITUIO CUMBOJIOB, a IIOTOM ITPOBEPSIOT HA CIICITUATBHBIX caliTaXx. BRIMTPHIBAIOT Te,
YbM IMAPOJIH JOJIbIIE B3JaMbIBalOTCs. [1000HBIE COPEBHOBAHUS IMOMOTYT YYallUMCS
OCO3HATh BAXKHOCTb HCIOJb30BAaHUS YHHKAJIBHBIX M CJOXKHBIX KOMOWHAIMHA JIS
0€30MacHOCTH UX aKKayHTOB.

3akirouenune

HccrnenoBanre TmoOKa3ajao, YTO OONBIIMHCTBO INKOJPHUKOB HE 3HAKOT O
(UIIMHTOBBIX aTakax M crnoco0ax 3aluThl OT HUX. TEHACHIINH, BBISBICHHBIE B XOJ€
ornpoca, TMOAYEPKHUBAIOT  BAXKHOCTH  IMEPECMOTpa  MOAXOJO0B K  OOY4YEHHIO
kubepbe3omnacHocTH B mikoiax. Lludposuzanus yckopsercs, MOIIEHHUKH TMOJIb3YIOTCA
ATUM U TPUIYMAIOT HOBBIE CIIOCOOBI OOMaHa, MOATOMY BKJIIOYEHHE TEM, CBSI3aHHBIX C
(GUITMHTOM, B IPOTPAMMBI 110 (PUHAHCOBON IPaMOTHOCTH M HH(GOPMATHKE JTOJIKHO CTaTh
00s13aTEIbHBIM.

[IpoBenenHoe uccneqoBaHUE IMOKA3al0, YTO BOIMPOCH MHTEPHET-0€30MaCHOCTH,
O0COOCHHO CBSI3aHHBIC C (UIIMHTOM U JIPYTUMU BHUJAAMH WHTEPHET-MOIICHHUYECTBA,
OCTAlOTCSl aKTyaJdbHBIMH IS INKOJHUKOB. HecMoTps Ha BBICOKHII ypOBEHb
OCBEJIOMJICHHOCTH O CYIIECTBYIOIIMX YI'pO3aX, 3HAUMUTEIbHAs YacTh PECIOHJICHTOB
BBIPA)KAET 3aMHTEPECOBAHHOCTH B JAJbHEWINEH 3alUTE CBOWX JAHHBIX, TOJATBEPKIas
BAKHOCTh YCUJIEHHOW 00pa30BaTesibHOM pabOThl B 3TOI 001acTH.

Pe3ynbpTaThl ompoca BBISBIIIN CIAEAYIOMIEe : OObIIas 9acTh YYACTHHKOB HE UMEIOT

aKTUBHOM HOTpe6HOCTI/I B YFHY6JIGHHI)IX 3HaHUAX O MCTOAAaX 3allluThl, HO €CTh U TC, KTO
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TOTOB IMOBBICUTH CBOIO MH()OPMHUPOBAHHOCTD MPHU YCIOBUH JOCTYIHOCTH U HHTEPECHOCTH
MaTepualioB. JTO MOAYEPKUBAET HEOOXOAUMOCTh pa3zpaboraTh Oosiee 3P(EeKTUBHBIE U
MpUBJIEKATEIbHbIE 00pa30BaTeNIbHbIE NPOTrPaMMBbl, HaIpaBiICHHbIE Ha IMOBBIIICHHE
uM(poBOI rPAMOTHOCTH.

Hns sdpdextuBHON OOpPHOBI C MHTEPHET-MOIIEHHUYECTBOM Ba)XXHO HE TOJBKO
MH(OPMUPOBATH TMOJIL30BATENEH O CYIIECTBYIOUIUMX YIpO3ax, HO U Pa3BUBATh HABBIKU
6e3onacHoro moBenaeHuss B Cetu. BakHo BHenpsATh paznuuHble (OpMbl OOy4EHWUS,
YUUTBIBAasl pa3HOOOpa3sue LEJeBOM ayAUTOPUM U €€ HUHTEepechl. OJTO o0ecneuuT
NOBBILIEHUE YPOBHS 0e30macHOCTH B CETH U YKpEnuT HU(PPOBYIO OE€30MACHOCTH B LIEIOM.

HccnenoBanue MoATBEpKIaeT HEOOXOAMMOCTh JalbHEMIINX yCWIMH B o0nactu
o0Opa3oBaHMs MO BompocaMm IU(PPOBOM 0€30MaCHOCTH € LIEIbI0 00ECIEYEHMs 3alUThI
IIKOJIBHUKOB OT MHTEPHET-MOIICHHUYECTBAa U CO3/JaHusl Oe30macHoi nudpoBoil cpenbl

AJIA BCCX YHACTHUKOB.
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